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ProcC? aneb historicke milniky

Pakistan Telecom vs. YouTube (2008) — omylem zahladili
globalné YouTube.

China Telecom (2010) — presmerovani velke casti globalniho
provozu.

Route leak Telia — Level3 (2017) — globalni vypadky.

Roskomnadzor (2022) — pokus o presmerovani provozu k
Telegramu.
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Proc? aneb nechodme daleko

Kolik incidentU (BGP hijack) postihnuvsich CZ sité se
udalo za poslednich 12 mésicu? Tipy?

360
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Proc? aneb nechodme daleko

BGP origin hijacks

Recent potential BGP hijack originated by or affecting

Detected origin Expected origin(s) Start time (UTC) BGP messages Confidence

Tags

05/19/2026, 23:41 120 msgs (23 peers) 45. : Low IRR invalid  IRR old origin imvalid

05/19/2026, 11:54 72 msgs (20 peers) 3 High RPKlinvalid IR invalid

RPEl old origin invalid

05/14/2026, 22:06 2 minutes 12 msgs (3 peers) 85.75 4... Medium IRR invalid
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Jak? (se branit) - vrstvy ochrany

RPKI
ASPA
BGP Roles (RFC 9234)
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Jak? RPKI ROA

¢ LIR Portal

My LIR
LIR Account, Billing,
Users, General Meeting...

Requests
Tickets, R

RIPE Database

RPKI
RPKI C

BGP Announcements and ROAs

£ Last BGP import: 5 hours and 15 minutes age

2 u BGP Announcements: 4

= Show status: | X Invalid X Unknown X Valid
Origin AS T2 Prafix
ASE881 195.47.235.0/24
AS6881 2a02:382/32
ASE881 93.190.128.0/21
[m] AS6881 91.207.231.0/24

# Create a New ROA

3.

Origin AS

[Type ASN @

ROAs: 15

Status

& Valid
& valid
[ Valid

[ Invalid ASN

Rows perpage 25 v

Prefix

Type prefix

NIX.CZ zs.p.0.

Pending Changes: 0

1-40f4

Max Length

Type max length

Please enter a valid ASN

Find my resources

[ (& Copy to clipboard J




Jak? RPKI ROV Cisco XR

! definice RPKI serveru (validatoru)
router rpki
rpki server 192.0.2.10

transport tcp port 3323

refresh 600

response-time 600

expiration 7200

! aktivace validace na BGP

router bgp 65000

address-family ipv4 unicast
rpki origin-validation enable
! volitelné: invalid drop, unknown accept
bgp bestpath origin-as use validity
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Jak? RPKI ROV Juniper JunOS

set routing-options validation-group RPKI group 192.0.2.10 port 3323
set routing-options validation-group RPKI hold-time 600

set routing-options validation-group RPKI refresh-time 600

set routing-options validation-group RPKI response-time 600

set routing-options validation-group RPKI preference 1

set policy-options policy-statement RPKI-VALIDATION term VALID from validation-database wvalid
set policy-options policy-statement RPKI-VALIDATION term VALID then accept

set policy-options policy-statement RPKI-VALIDATION term INVALID from validation-database
invalid

set policy-options policy-statement RPKI-VALIDATION term INVALID then reject

set policy-options policy-statement RPKI-VALIDATION term UNKNOWN then accept

set protocols bgp group IBGP import RPKI-VALIDATION
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Jak? RPKI ROV Huawei (VRP)

bgp 65000
rpki enable
rpki server 192.0.2.10 port 3323 refresh-time 600 expire-time 7200
#
ipv4-family unicast
route-policy RPKI-VALIDATION import

route-policy RPKI-VALIDATION permit node 10
if-match rpki validity valid
apply accept

route-policy RPKI-VALIDATION permit node 20
if-match rpki wvalidity invalid
apply reject

route-policy RPKI-VALIDATION permit node 30
if-match rpki validity notfound
apply accept

NIX-CZ



ASPA (Autonomous System Provider Authorization)

,novy" bezpecnostni mechanismus, ktery doplnuje RPKI.
RPKI rika: , Tento prefix smi oznamovat jen tento ASN."
ASPA rika: ,Tento ASN smi pouzivat jako sveho providera
jen tyto ASN.™

ASPA rika: ,,Cesta muze byt pouze nahoru nebo dolu."



ASPA

AS vytvari ASPA objekt (u sveho RIR, podobné jako ROA)

V objektu je: ,Ja (AS12345) mam jako upstreamy ASa11, AS222, AS333."
Tento ASPA objekt se kryptograficky podepise a publikuje do RPKI
systemu.

Router validatoru si pres RTR stahne ASPA data.

Kdyz prijde "BGP cesta", router overi, jestli smerovani odpovida modelu

provider—customer.
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ASPA - validace

ASPA record - AS10[20], AS20 [30]
Realny AS PATH z BGP — AS30 AS20 AS10
Krok 1) AS20 <- AS10 - OK 20 Provider 10
Krok 2) AS30 <- AS20 - OK 30 Provider 20
Vysledek ASPA valid
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ASPA - validace

ASPA record - AS10[20,30], AS20 [30], AS30[-]
Realny AS PATH z BGP — AS40 AS30 AS20 AS10
Krok 1) AS20 <- AS10 — OK Provider
Krok 2) AS30 <- AS20 - OK Provider
Krok 3) AS40 <- AS30 —

Vysledek ASPA
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ASPA —validace - valia
AS10 [20], AS20[30], AS30[50], AS40 [30]

Realny AS PATH z BGP — AS40 AS30 AS20 AS10

AS30 \
/ V\\‘ AS40

AS20

AS10 NIX-CZ



ASPA —validace - invalid
AS10 [20], AS20[30], AS30[50], AS40 [60]

Realny AS PATH z BGP — AS40 AS30 AS20 AS10

AS30‘\\\

AS40
AS20

AS10 NIX-CZ



ASPA - validace

AS10 [20], AS20 [30], AS30[50], AS40 [30], AS50 [30]
Realny AS PATH z BGP — AS5o AS40 AS30 AS20 AS10
Krok 1) AS20 <- AS10- OK 20 Provider 10

Krok 2) AS30 <- AS20—- OK 30 Provider 20

Krok 3) AS40 <- AS30— Neni zaznam v 30 — Not-Provider

Krok 4) AS5o <- AS40 — OK 5o Provider 40

Vysledek ASPA invalid (cesta vede od zakaznika zpét)
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ASPA —validace - leak
AS10 [20], AS20[30], AS30[50], AS40 [30,50], AS50 [30]

Realny AS PATH z BGP — AS5o AS40 AS30 AS20 ASao0

AS30 AS50

\ AS40 /

AS20

AS10 NIX-CZ



ASPA prakticky pro ISP

1. Priprava dat

Seznam vSech upstream poskytovatelU (transit AS). To bude obsah ASPA objektu.
2. Vytvoreni ASPA objektu (jakmile bude podporovano)

V RIPE NCC portalu (nebo jinem RIR) — podobné jako dnes se vytvari ROA.
3. Validace v siti (jakmile bude podporovano)

Je nutny router nebo route server s podporou ASPA (Bird, Cisco, Juniper —zatim

testovaci implementace).

4. Politika

------



ASPA prakticky pro ISP - RIPE

LIR Portal Resources RIPE Database RIPEstat RIPE Atlas More services

®

Overview

ROAs

®

£ﬂ

ASPAs

D Alerts

&)

History

[E Documentation [

[J Feedback/Support 4

Go to overview —»

ASPAs

What is ASPA?

ASPA is an emerging standard coming out of
the IETF that can help to prevent BGP route
leaks, and to a degree improves BGP path
security. We recommend to read the
documentation below.

Read the documentation

Watch it explained

We recommend that you watch the

presentation given at RIPE 91 before you start.

Watch the presentation 7

Customer ASN Provider ASNs

AS6881 ASB939, AS15685, AS25512, AS29208
AS47200 ASO

AS47627 ASO

AS59747 AS5610, AS6855, AS6881, AS8251

MNIX.CZ z.s.p.0.
Cz.nix

What providers should | include?

+ All your Providers!

« Not your lateral peers

+ Unless those peers that can act as your
Provider

+ Alsoinclude non-transparent route servers

22 Edit Iy Delete

2 Edit Iy Delete

£ Edit i Delete

£ Edit i Delete



RFC 9234 - BGP Roles

1. Rozsireni BGP. Sousedi pri navazovani session reknou, jaky je jejich vztah:
Provider — dava transit.
Customer — prijima transit.
Peer —vymeéna jen vlastnich prefix0.
RS/RS-Client — pro Internet Exchange.
2. Router podle role vi, jake typy cest prijmout nebo odmitnout.

3. Fungujeibez RPKI - je to cCiste konfiguracni, vyzaduje podporu obou stran.
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RFC 9234 - BGP Roles — allowed pairs

Local AS Role Remote AS Role
Provider Customer
Customer Provider

RS RS-Client
RS-Client RS

Peer Peer

Table 2: Allowed Pairs of Role Capabilities
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RFC 9234 -BGP OTC

1. Only-To-Customer (OTC, RFC 9234)
Novy BGP atribut, automaticky se pridava k prefixm, které AS Sifi svému
zakaznikovi.
Pokud se takovy prefix objevi u peera nebo providera, je jasne, ze jde o route
leak.

2. OTC = jednoduchy atribut, kterou routery vyuziji ke kontrole spravneho toku

cest.

NIX-CZ



RFC 9234 -BGP OTC

Frame 45: 121 bytes on wire

Frame 42: 87 bytes on wire Ethernet II, Src: 00:11:22:33:44:55, Dst: 66:77:88:99:aa:bb
Ethernet II, Src: 00:11:22:33:44:55, Dst: 66:77:88:99:aa:bb Internet Protocol, Src: 192.0.2.1, Dst: 192.0.2.2
Internet Protocol, Src: 192.0.2.1, Dst: 192.0.2.2 Transmission Control Protocol, Src Port: 45231, Dst Port: 179
Transmission Control Protocol, Src Port: 45231, Dst Port: 179 Border Gateway Protocol
Border Gateway Protocol Marker: fffffffffffffffffffffffffffffffsf
Marker: ffffffffffffffffffffffffffffffff Length: 81
Length: 47 Type: UPDATE (2)
Type: OPEN (1) Withdrawn Routes Length: 0
Version: 4 Total Path Attribute Length: 44
My AS: 65001 Path attributes
Hold Time: 90 ORIGIN: IGP
BGP Identifier: 192.0.2.1 AS _PATH: 65001
Optional Parameters (1) NEXT_HOP: 192.0.2.1
Optional Parameter, Type: BGP Role (9), Length: 1 LOCAL_PREF: 100
Role: Provider (1) OTC: 0x00000001 (Only-To-Customer attribute present)
NLRI

203.0.113.0/24



Zaver - statistika
RPKI —79.7% / 980 ASNs - (SK 62.4% | 278)
ASPA —67 ASNs - (SK 13)

RPKI ASPA deployment Show full history @)
Number of RPKI ASPA entries for ASes registered in the Czech Republic over time (3) o [

- ASPA entries




Zaver - zabezpecte sve BGP

RPKI = kryptograficky potvrzeny zdroj

ASPA = kryptograficky potvrzeny seznam provideru (v RPKI)
BGP Roles = deklarace vztahu uz pri BGP session
(protokolova vrstva)

OTC = technicky mechanismus, ktery roli propaguje dal do

site
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