Bezpecnost bez kompromisu
Ochrana pred phishingem pro kazdého
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O sdruzeni CZ.NIC

spravce domény .CZ od roku 1998

sdruzeni pravnickych osob

vice nez 100 ¢lenu, 3 komory

pobocky: Praha, Brno, Plzen, Ceské Budé&jovice

obecné prospésné projekty

Infrastruktura (mojeID, DNS...)

Vyzkum, open source software (Knot DNS, BIRD, Datovka...)

Osvéta (Akademie, Edice, TV serialy...)

Bezpecnost (CSIRT.CZ, Turris...)
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CSIRT.CZ (Narodni CSIRT Ceské republiky

*  Provozované sluzby
. Reseni incident(l (abuse@csirt.cz) — nejen subjekty dle zakona, ale v téchto pfipadech i ostatni:

- bezpecnostni incident pfetrvavéa, na hlaSeni bezpe€nostniho incidentu nikdo nereaguje, na hldSeni bezpecnostniho incidentu jste obdrzeli
zamitavou odpovéd, jste presvédceni o tom, Ze problém by se mohl tykat vice siti, které by bylo zahodno zkontaktovat a vyrozumét

. Prevence
- Honeypoty, PROKI, Adhoc akce (ROM-0, neaktuélni CMS)
*  Vzdélavani a osvéta

- Skoleni, ¢lanky, AZB, pracovni skupina CSIRT.CZ
e STOPONLINE

e Komercni aktivity

. Deny listy

. Penetracni testovani
. Skener webu

. Zatézove testy
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mailto:abuse@csirt.cz

Zahranicni partneri Odborna komunita

| R

Cyber threat Analyzy vydanych

inteligence - PROKI DENY LISTY certifikati

ReSeni incidentd Vlastni vyzkum

v narodnim CSIRTU ' a analyzy CSIRT.CZ

NI o¢ 8 1 | [ o J:irire



DNS filtering

* Umoznuje pozmenit odpoved na konkrétni DNS dotaz
* Nasazeni na rekurzivni DNS
* Responze policy zone (RPZ)

* Presmeruje uzivatele na administratorem definovanou stranku
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For questions please contact infoophishingu@isp.sk
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mnjedatuvka—prihlaseni.example—badness.net CNAME infoophishingu.isp.sk.
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ProcC to resit

e Obrovsky narust pfipadl socialniho inZenyrstvi
- Phishing
- Smishing
- Vishing

- Podvody vSeho druhu (bazary, investice, vztahy, CEO Fraud)

- Kampané Sifici malware

* Vroli CSIRT.CZ narust od 2020
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Rozdil je v detailu
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Nase detekce Datum

idcsszmpasv,cz 2023-03-01 22:05:01
CSSZ=MP-5Y,CZ 2023-03-05 11:20:01

eportal-cssz.cz 2023-03-07 04:10:02

ihlasi .
mpasv24eportal.cz

pojistence-online.cz

sluzby:eportal.cz
mpasv24-eportal.cz
Seskapostaidcz

eportal24-cssz.cz.

nttps://secure,oldschool.com:ge.cz/m=weblogin/loginform.ws825,295 688,41525479,2938
https://secure oldschool. com:ea.cz/m.weblogin. /loginform241,162,617,33878163,2916 4843,

B APWG, Phishtank, URLhaus
N Realita
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Pred ¢im nas to ochrani

* Generické utoky
- Mailboxy, Google,MS ucty, Facebook, Booking.com...
* Cilené utoky na Ceske a slovenské uzivatele

- Zdravotni pojisStovny, parkovani, pokuty a body, Portal obana, méstska doprava, ESTA,

dalnicni znamky, investice... e

X & ez '
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* Limity sluzby

Smutny konec dlouhého
patrani: teprve zletily mladik
nalezen mrtvy, podezrely byl
zadrzen, a motiv Sokoval i
vysetiovatele.

Michael Polak
+sledovat =

- Nejde blokovat konkrétni URL

* ZneuZivané verejné sluzby (Google sheets)

zmizel - jeho telefon byl vypnut.

Policie nyni vySeti‘uje okolnosti ptipadu.
Zatim je hlavni podeziely L. Kovar
zadrzen pro dalsf vySetfovéni.

Policie

SPRAVCE
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Hlavni komponenty
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APl key

S O Monitor > Domains 24869 results (25129 total)
Q. Type to search /
url
> easy-spark-3228.chatgpt.site caye]
> easy-park-3935.chatgpt.site zZo
> easyparknlservademis.com z0o
> easy-spark-2018.chatgpt.site zZ0
> gov-infoevzp-cz.casa zZo
> slovaktech-6244.chatgpt-team.site zZ 0
< [0 Monitor > Queries 23 results (82 total)
Q Type to search /
Query

(e?znamk* OR eznamk*) AND -registerable_domain:eznamka.sk

domain_tokens:primabanka AND domain_tokens:sk AND -registerable_domain:primabanka.sk
domain_tokens:minv AND domain_tokens:sk AND -registerable_domain:minv.sk
domain_tokens:mfsr AND -registerable_domain:mfsr.sk

domain: *slovensk* OR domain: *slovak* AND -registerable_domain:*.sk

domain_tokens:posta AND domain_tokens:sk AND -registerable_domain:posta.sk
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Reason link Created at
domain:*easy* AND domain:*park* AND - 2026-09-18
registerable_domain:easypark.com 15:53:15
domain:*easy* AND domain:*park* AND - 2026-09-18
registerable_domain:easypark.com 15:23:36
domain:*easy* AND domain:*park* AND - 2026-09-18
registerable_domain:easypark.com 15:03:24
domain:*easy* AND domain:*park* AND - 2026-09-18
registerable_domain:easypark.com 14:21:34
2026-09-18
in: *vzp* in: *oz* 3
domain: *vzp* AND domain: *cz* AND tld:casa 14:20:32
domain: *slovensk* OR domain: *slovak* AND - 2026-09-18
registerable_domain:*sk 14:07:49

Last run

2026-09-18 16:00:16

2026-09-18 16:00:08

2026-09-18 16:00:10

2026-09-18 16:00:07

2026-09-18 16:00:15

2026-09-18 16:00:06

Filters =

Whois registered

3 years ago
3 years ago
5 months ago
3 years ago
an hour ago

4 months ago

Filters =

Tags End date

sk o

sk =

CZNIC 2k



Hlavni komponenty

& elastic

= @ oiscover Check out context-aware Discover @~ Try ES|QL  Inspect Alerts + [ %,
Untitled + H
Data view  intelmq v/ © Q classification.type : "phishing" © @ Lastisminutes Q) Refresh
Qs s 0 Auto interval v No breakdown v
v Popular fields © 6
t] extra_feed_haas.commands 2
t) extra.open_idap.supported_ldap_ver i
sion = s 15:58 16:00 1601 1602 16:03 1608 16:07 1608 1608
] extraaccessible_ssl.severity
Sep 18, 2026 @ 15:54:18.464 - Sep 18, 2026 @ 16:09:18.464 (interval: Auto - 30 seconds)
t) extra.commands
t] extra.cz_nic_haas.commands Documents (4)  Field statistics ¢ sortfields 1 Q @ =
€] extra.honeypot_smb_scanner.comm e
Pl ® @timestamp 4 summary @
" Sep 18, 2026 © 15:55:22.800 classification. type phishing etimestamp Sep 18, 2026 © 15:55:22.000 classification.taxonomy fraud event.original {classification.taxonomy”: "fraud", "classification.type”: "phishing”, "event_description.target”: "Amazon.com’, "event_description.url”: "http://www.phishtank.com/phish_detail.php?phish_id=9527528", "extra.phishtank.phish_id": 952
\ Available fields 1434 528, "extra.phishtank.verification_time": "2026-09-18T13:01:53+80:00", “extra.phishtank.verified”: "yes®, "feed.accuracy”: 160.0, "feed.code’: "phishtank-online”, "feed.name": "phishtank-online”, "feed.provider”: "PhishTank’, "protocol.application”: "http", "raw’: "W3s NTISNTI4LCA1dXJST JZXMtCIVeCHF jdGFoaN9u
8 o NVbSINNBANRNF TenRGZXBNLZ9SdNp1b] 1tYX. LnZyJnFteDtl eFFr 10RNEWb2TURBVLYZAZ0GILY1Y1TTHENK 1732HzZ0 FUHLST PbF9Tcmui0: d3dy5uac o 1pe2hf ICJzaM, 1CJ22XJpZn11ZCT6ICSZXM
timestamp
” Sep 18, 2026 @ 15:55:22.000 classification.type phishing etimestamp Sep 18, 2026 © 15:55:22.000 classification.taxonomy fraud event.original {"classification.taxonomy”: *fraud”, "classification.type”: "phishing’, "event_description.target”: "Other”, "event_description.url": "http://wm.phishtank.con/phish_detail.php?phish_id=9527510", “extra.phishtank.phish_id": 9527510,
[ classificationiidenifien “extra.phishtank.verification_time 026-00-18T12:21:30+00:00", "extra.phishtank.verified "feed.accuracy”: 100.0, "feed.code”: "phishtank-online”, "feed.name”: "phishtank-online", “feed.provider”: "PhishTank®, "protocol.application ttp”, "raw”: "W3sicGhpc2hfaWQiOiASNTISNTEWLCAidXJsI: L
k] classification.taxonomy Jsznlr J5ZmLrYWNGYTO1YNS rPH1pbGxLbmSpdNeiL T3NTEWT3wgInNT dol LTASLTE4VDEY0E405QxKZAWOjAWT iwgInZ1cmlnalivkI jogInllcyIsICJ2ZXJpZnl LTASLTE4VDEY0;1x0] JSZXMILCAIZGVD
k] classification.type .~ Sep 18, 2026 @ 15:55:22.800 classification.type phishing @timestamp Sep 18, 2026 @ 15:55:22.000 classification.taxonomy fraud event.original {“classification.taxonomy”: "fraud”, “classification.type": "phishing”, "event_description.target”: "Allegro", "event_description.url http://www.phishtank.com/phish_detail.php?phish_id=9527531", “extra.phishtank.phish_id": 952753
L A —— 1, "extra.phishtank.verification_time": "2026-89-16T13:01:53+00:00", "extra.phishtank.verified”: 'yes’, "feed.accuracy”: 100.8, "feed.code": “phishtank-online”, "feed.name": "phishtank-online’, "feed.provider”: "PhishTank’, "protocol.application”: "http", "protocol.transport’: “tcp, "raw’: "W3sicGhpc2hfallQiOiASNTISNTMxLCALdXJsIjogInh@dHAGLyShb
- 1 jeyMs5jZnaiL ¥W1sX3VybCT6T y ¥W1sLng: P T3NTMxTiwgInN1 dol LTASLTEAVDEYO]Ux0E2KZAWO AT iwgInZ1emlmaWivkTjogInl 1oy IsICJ2ZXJpZnl jYXRpb25FGL LTASLTEAVDEZ0} AX0;UzKZAWO I AWL iwgIn9ubG1uZST6ICISZXMILCAIZGVOYWLsCyT6
t) destination.account
7 Sep 18, 2026 @ 15:55:22.600 % ©15:55:22.600 classification.taxonomy fraud event.original {*classification.taxonomy”: "fraud”, "classification.type”: "phishing”, "event_description.target”: 'Amazon.con”, 'event_description.url®: "http://www.phishtank.com/phish_detail.php?phish_id=9527529", “extra.phishtank.phish_id": 952
k] destination.asn . T13:01:53+00:00", "extra.phishtank.verified": "yes', "feed.accuracy”: 109.0, "feed.code”: "phishtank-online", *feed.name”: "phishtank-online”, “feed.provider”: "PhishTank”, "protocol.application”: “http", "raw NTISNTISLCALdXJST p p 23
k) destination.fqdn \"source.geolocation. longitude\": 8 InYW1W02V1a}15aG94UNtDNTLLeXRGCTBYbVRHRUTXNSMA YK t]V3VNMy@2Q1 g4eGFwc] JZTHVONKdnTUJ1VINLOF9QeNMi L D¢ P T3NTISTiwgInN1 LTASLTE4VDEY0Q403U1KZAWO] AW iwgInZ1cmlnalVk I jogInlleyl
6837, \"source.ip\": \"62.60.226.
&) desti i
destination.geolocation.co 234\", \"source.network\": \"62.60
k) destination.geolocation.city 226.0/24\", \"source.port\": 443,
#) destination.geolocationatitude \"source.url\": \"https://
| client-essais-primes.con/
#) destination.geolocation longitude
q76gFaHztFeph/2yujen=marlindgefree
k] destination geolocation.region 7 e
@ destination.ip ‘e¢J=yhoxQKC59Ky tFqROMTGEKW7 SBbKCVSM3 -
k] destination.network
#) destination.port Copy value
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Hlavni komponenty

@) csIR1.cZ
Incidenty

Protectlist ] Statistiky Historie zmén

Pouze vlastni zaznamy organizace

Pavel Basta [+

(¥ pidat incidenty

Stav Domain Typ incidentu Prvni vyskyt v
| |
& blocked ritualscosmetics.club 2026-09-18 15:29:37 e
& blocked z9opcf.top Financial 2026-09-18 15:14:03 o
- blocked v4karx.lat Financial 2026-09-18 15:14:03 o
L blocked h7gveb.sbs Financial 2026-09-18 15:14.03 (o]
& blocked frakpz.casa Financial 2026-09-18 15:14:03 o
& blocked d8wkmc.gpon Financial 2026-09-18 15:14:03 o
& blocked b5y2qgm.lat Financial 2026-09-18 15:14:03 o
& blocked gls-grop.mgcz.cc 2026-09-18 15:00:22
& blocked gov-infoevzp-cz.casa 2026-09-18 14:26:30
& blocked manager-wedos-service-id927527 .artistadell.... 2026-09-18 13:59:51
& blocked oakam.agrivoltaicoelevatodaterra.it 2026-09-18 13:59:03
& blocked easypark3.com 2026-09-18 13:59:00
& blocked easypark.yachts 2026-09-18 13:56:33
.. C T e e e ©® e @ o . ® PR T n SPRAVCE
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Jak to funguje
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Znuny (IH)
CT-Watch
PROKI
ADAM
Ostatni analyzy

Vlastni blokace

RPZ/CSV

Protected
domény

Vlastni
protected

CZnNic
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Kde dava nasazeni smysl

* Internetovy provider/operator
» Ufady a statni instituce

* Privatni firmy
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Ostatni bezpecnostni reseni
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DNS Patrol

e Pokrocild ochrana na Urovni DNS

* Vice nez 30 detekénich modult pro identifikaci hrozeb véetné phishingu, malwaru, DGA a
DNS tunelovani

* Individualni nastaveni kazdého detekéniho modulu v rezimu Pass, Audit nebo Block

* Threat Intelligence a Deny Listy pro aktualni ochranu pred znamymi Skodlivymi doménami
* Administracni portal, prehledny monitoring a pokrocilé logovani

* Aplikace pro ochranu zafizeni mimo domaci sit' (Android, iOS, Windows)

* Snadna integrace do SIEM

* Postaveno na vykonném open-source DNS serveru Knot resolver
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Penetracni testovani

* Realizuje tym CSIRT.CZ

-  Penetracni testovani

- Skener webu - testovani webové aplikace na nejastéjsi zranitelnosti

*  Vulnerability scan s ru¢nim testovanim
- ZatéZové testy

Testovani odolnosti na rlizné typy DoS/DDoS utok
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VIP doména

* Anycast infrastruktura .CZ domény
* Robustni ochrana proti DDoS utokim

* Rychla odezva kdekoliv na svete

- 15 statd na vSech kontinentech

* Ochrana domény proti kradezi i lidské chybe
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Router Turris Omnia

* Omnia NG

20/21 -

Distribuovany dynamicky firewall
Automatické aktualizace
ZaloZeno na linuxu

WiFi 7

Porty SFP+ (10 Gbps) a RJ45 (2.5
Gbps)

Open Source
Déti ho miluji :-)

Tombolal

-----

CZnNic

SPRAVCE
DOMENY CZ



Dékuji vam za pozornost!

Pavel| Basta

« 23.09.2026 CZ nl E)Fgl\ﬁ\E’/ISE CcZ
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