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FortiGuard by the numbers
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http://informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
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Ransomware within malware incidents
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Figure 15. Ransomware within malware incidents over time

Source: Verizon lab DBIR report 2018
https://www.verizonenterprise.com/verizon-insights-lab/dbir/

Frequency of malware vectors
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Figure 21. Frequency of malware vectors within detected malware
(n=58,987,788)
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CRIME SERVICES ENABLERS
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Virus Lifecycle to Scale

Virus.B (#2)
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2017
$512Mid. trzby
+15% I

Global Drugs Trade $652B In Revenue

Table A. Global Drug Market Annual Values (USS)

Market Value
Cannabis I $183 billion to $287 billion
Cocaine $94 billion to $143 billion
Opiates | $75 billion to $132 billion
ATS $74 billion to $90 billion
Global Total | $426 billion to $652 billion

(Source: Global Financial Integrity)
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THE GLOBAL 500: THETOP 10

THETOP1O

n Walmart

State Grid

Sinopec Group

=

China National Petroleum

.

Toyota Motor

Volkswagen

-H

Royal Dutch Shell

Berkshire Hathaway

Apple

Exxon Mobil

REVENUES (SM)

$485,873

$315,199

$267,518

$262,573

$254,694

$240,264

$240,033

$223,604

$215,639

$205,004



Money money money

Cena 1min neplanovaného vypadku

$17 244

$16 246

2010 m2013 m2016

$11 080

$8 851

$6 828 $7 003

$5 188 $5617

$593 $939 $926

Minimum Median Mean Maximum
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Svet se meni

F:ERTINET



oblasti podnikani, coz vede k zasadnim
zménam v tom, jak funguji podniky a jakou

prinaseji hodnotu zakaznikim

[Digital Transformation]

F:ERTINET 10



2

je integrace zabezpeceni do vSech oblasti
digitalnich technologii, coz vede k vytvoreni

architektury, ktera poskytuje ochranu dat a

prubézné hodnoceni duvéryhodnosti

[Security Transformation]
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VNEJSI INFRASTRUKTURA - Konstantni zmény

Green
Google’s 13 data
centers use 0.01%
of global power

SDN/NFV

Software-defined
everything. SD WAN

Virtualization
80% of data center
apps are virtualized

SaaS

On average, companies
have 10+ applications
running via the Cloud

Mobile

No control of
endpoints (BYOD)

laaS

Security still the
No.1 inhibitor

Social
Bandwidth ever
increasing

IcT
35B devices, mostly

headless attaching
to the network

Analytics
Big Data

100G

Bandwidth

Wi-Fi specds rival LANSs.
100G networks here

5G

Wireless

FUTURE

M

Internet 2
100 Gbps and

UHDTV
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ZMENY GLOBALNI

6.5M

|

= 5
N i@
P —o— D\\J:L
connected
things by 2020

New Wi-Fi devices
ship everyday

24.3

Exabytes
per month by 2019

‘; of users
think

Public Wi-Fi
IS not secure

still
use it

84, of users say that bad Wi-Fi has
Y kept them from doing their job

SOURCE: Cisco VNI Mobile, DelllOro Group, Wireless LAN Report Five Year Forecast 2014-2018, Gartner, Gartner Strategy Analytics, Morgan Stanley Research
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The average
smartphone
will generate

of traffic
per month
by 2019




Nevidél nekdo pana Perimetra?

Network

[
8-

BROAD

Attack Surface

Devices
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Rychle se ménici pokrocile a neznameé hrozby a
nedostatek zdroju a odbornosti na trhu

Skills

Noise

0 11
L 10
0 L

AUTOMATION
Critical
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Zmeéna pozadavku zakaznika

Kapitulace na domobranu
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ZAKAZNIK

= Konektivita - stale vice

* Pripojeni - kdykoliv, odkudkoliv a z cehokoliv

* Investice - Zména Capex na Opex

* No IT Crowd — nedostatek kvalifikovanych pracovniku

= Virtualni adresa - BYOD, Home office, Cloud, Host WiFi

= Standardni CPE model je nedostacujici

F:ERTINET



NOVE NAROKY NA IT

Ecosystem Threat Life Cycle

Volume Targeted Attacks

Security

Cloud PCI DSS
Network FISMA

Applications [0) ¢
Infrastructure Compliance
Endpoints HIPAA
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Nova pravidla a povinnosti

Ve meste je novy Serif

F:ERTINET



ZMENY V LEGISLATIVE

= Kyberneticky zakon

= Anti hazard

= |P adresa jako osobni udaj

= GDPR (General Data Protection Regulation)

= Compliance reports (PCI-DSS, HIPAA, SOX, NERC, FISMA, ISO,
GLBA, GPG13, SANS Critical Controls)

= Utoéniky nezajima jestli jste dostateéné ,Compliance®

F:ERTINET



ZMENY VE SVETE ISP

= DRIVE

» HIlas, Data, Internet
» Minuty, tarifikace,
» Rychlost, bajty, FUP, SLA

= NYNI
» CLOUD
» BYOD
» IPTV
» Video On Demand
» Data BackUp and restore
» Smart Home
» VPN sluzby
» Sifrovanou komunikaci
» Security

= ISP?

»
»
»
»
»

TCS
CSP
MSP
VASP
MSSP

Telecommunication Services Provider
Communication Services Provider
Managed Services Provider

Value Added Services Provider

Managed Security Services Provider

F:ERTINET
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LERTI

ISP jako terc

NET




- TYPY UTOKU
* Necileny utok

Co je cilem?

. Spam  Znepristupneni sluzby (Dos/DDoS)
« AmplifikaCni utok na VolP, NTP, - Utok na zranitelnost sluzby (L3- L7)
DNS + Zneusiti $patného zabezpegeni (POP
. Cileny utok neuziti Spatného zabezpeceni ( )

» Hybridni (kombinovany) ttok Utok na uzivatele (L8)

« Utok na kritickou infrastrukturu

« KAM SE MIRI
 Konektivita

2 PROC’:? o - Data centrum
» Vypocetni vykon - Sluzby (web, dns, mail, voip, iptv)
» Kompromitace - Databaze
» Konkurence  Pristupové body sité (CPE router, AP,

uzly)
 Na zakaznika

ZERTINET



ISP jako dodavatel




MSSP PORTFOLIO

Unified Threat Management
Vulnerabilities management

Incident Response/investigation
® Device Management

. | Governance, Risk & Compliance
Log collection and retention

Basic Monitoring Services ldentity and access management

ADVANCED MSS

Vulnerabilities scanning

TRADITIONAL MSS

F:ERTINET 25



MSSP PORTFOLIO - cross sale

Unified Threat Management
Vulnerabilities management
Incident Response/investigation
Governance, Risk & Compliance

Identity and access management

Device Management
Log collection and retention

Basic Monitoring Services

Vulnerabilities scannin
W  INTELLIGENT MSS
ADVANCED MSS sl
TRADITIONAL MSS

NT-ANALYTICS
@
! @®

Advanced threat management .~
Big data security analysis 7 Nl
MSS Cloud services @ L e
Managed Detection and Response N .
Forensic and malware analysis @

F:ERTINET
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F

Telefonica is “not just a reseller”
We have a broad portfolio of security services

Comms IT Security Security Mgmt Cybersecurity |dentity

Security & Governance Services & Privacy
° N gl
Anti-DDoS  Clean Pipes W«él;tseeﬁztg Clean Email Sandas  SandasGRC CyberThreats Vamps SmartiD
© 0 . g 00
Secure Mobile Secunt Data Metashield LaRCh SeaISIgn
DeviceMgmt ~ Secure VDC Monltorlng Management

Tacyt Sinfonier

|

|

Path6

P R .
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A stale je co nabidnout — budoucnost MSSP

Regulatory Incident
Compliance Response
Threat

Intelligence

F::RTINET 2



PROC FORTINET
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PROC FORTINET

* Fortinet je v segmentu ISP od roku 2002

» 1. multifunkéni HW, pres 440 patentu, od startu multitenatni prostfedi

= Security Fabric ecosystem je MSS Ready
» Prokazatelna uspora OPEX/CAPEX
» Broad/Automation/Integration a Security partners Ready Program
» ldealni platforma pro Value added services a skalovatelnost sluzeb

= Partnersky vztah a nejen dodavatel
» Skoleni
» Obchodni i technicka podpora
» Motivacni system spoluprace

F:ERTINET



Zakladni pozadavky ISP na platformu

VYKON

e VARIANTNI A SNADNE NASAZENI

* MULTITENANTNOST

e AUTOMATICKE PROCESY

e OTEVRENOST SYSTEMU VUCI JINYM VYROBCUM
e SAMOOBSLUZNY PORTAL

e CENTRALNIi A PREHLEDNY MANAGEMENT

e SKALOVATELNOST SLUZEB

« REPORTING A INTERNI AUDIT

F:ERTINET



VYKON

Security Processors
(SPU’s)

Accelerates
Network Traffic

Accelerates
Content Inspection

Optimized
Performance for
Entry Level

Parallel Path
Processing

1 Tbps

Comprehensive
Range

High End

Mid Range

F:=ERTINET
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FortiGate
FortiWiFi 70D, 80D, 90D, FG-5000 FG-VM

Models 90E, 92D Series Series

Hardware

, , Mid . , .
Product Range / Entry / Mid Range/1  Mid Range / 1- Mid Range / 1 High End /2-3 High End / 3-13 )
Entry /Deskiop  poqiiop-2 RU RU 2 RU Rarl‘gj A RU RU RU

GE Interfaces 5-10 4-78 8 - 40 18- 88 10- 18 16-34 18 - 34 2-28 Refer o Data

Refer to Data
[100GE | - 6 2 :

Capacity

Supported APs 14,336

(Tunnel Mode) 2-5 16 32 64 256 512 1,024 (1,024/blade) 32 -1,024
Supported APs Up to 57,344 i

(Total) oz 32 64 128 512 1,024 4,096 @ 096biade) 044098
Max number of Up to 14,336

SSIDs 32 32 256 256 256 256 1,024 (1.024/blade) 32-1,024
["EVE SN 250 Mbps-1.9 260 Mbps - 2.2 1.2 Gbps 1.8 Gbps 5.4-10 5.5 Gbps-11 11 Gbps - 22 Refer to Host
throughput Gbps Gbps : P : P Gbps Gbps Gbps Datasheet dependent
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ARZENAL pro kazdy segment sité

Network
Security

FortiGate
Enterprise Firewall

@- IPS

7 SWG

¢+ | SD-WAN

Multi-Cloud
Security
®

FortiGate
Virtual Firewall
Network Security

~ N

FortiGate
Cloud Firewall
Network Security

Endpoint

Security
®

=

FortiClient
EPP

Email
Security
®

® ®
B E

FortiMail
Secure Email
Gateway

Security

[

FortiWeb
Web Application
Firewall

Web Application Advanced

Threat Protection
®

Secure
Unified Access

FortiAP FortiSandbox
Wireless Advanced Threat
Infrastructure Protection

_
i 4

FortiSwitch
Switching
Infrastructure

Management
- Analytics

FortiAnalyzer
Central Logging /Reporting

[m)

FortiManager
Central Security Management

Bt

FortiSIEM
Security Information &
Event Management

F:ERTINET



. 7 sowmon )
Skalovatelnost - CROSS SALE SOLUTION PORTFOLIO

AUTOMATION

VISIBILITY & REPORT
(CO) MANAGEMENT
RELEASE MANAGEMENT

: . : . EASY TO DEPLOY
[ Services — Threat Intelligence Services — ProServices J

SERVICES
L
APT APT APT « Optional N
* Wifi Access Wifi Access Wifi Access Wifi Access [ Application ]
Delivery Cirl
[ Switches I Switches I Switches I Switches J

[ Partner ecosystem — Third party Solutions

—_—

x

[ End Point I End Point I End Point I End Point/ I End Point ]

{ Visibility - Reporting - SIEM

Automation - Management - Co-management with FortiPortal / FortiCloud - FortiDeploy

F:ERTINET



Detailni a navolitelny reporting

Ransomware Activities in Your Network @ Ls2vers v Vulnerable to WannaCry < m
TS Your -
Lot Yeor
Lt 2 ey
Lt 3 Wears.
Cryplokeckar2015 Crypatocist nsiieeid >
Enciypter  Hisden
TedaCrypt Job Crypioe ° Gox  Troldesh  RasS Tear  KaRangn o Urbeeorypr  Locky  Nanofocke Vigasana
o L ° o (] ° o o ° o o
John Smith
@ ®
2016 | 2017 @ jieh B8 - Windows 10 peafessional
° ° ° ° ° ° ] ° ° ° G johasmith 1P Address: 172.1679.215
Bandar Simplosker ook Theal  PrCrpt LeckDesid Ramomd2 Magc Hytacrvon W Buddy & 1.5mith MAC Addresses: 94.57:25:43:02:65
G ° s FartiClient Telemetry - Connected
Pacrran
= N WanaaCry Malware Activities
Review Sections

- 2 Outbouns Yor tratic
WannaCry i
Quick Vien

Elocked by App Contrad

1 Exploits blocked by 175 e
THE S35 o T ——— Description:
Pro-2  Changa Control - Securfty e b & WannaCryptor!tr s 3 generic detection that uilaes exploits 10
Do eI (€ 1 A = Identitved in Microsoft Windaws SMB Sorver (¢013389) Vevoribla Hoots
14 ot Homs
e Foene sare
f e e mtres 0 ey vl b Type:  Ranscemware Trojan AV Signatese:
W The Kcrason ¥ A T Owond nanoar of e ' . . 5
" o rei i ol S e == Sevwrity WI2/CVE 2017 0147 Akr r
o CVEID: CVE-2017-0144, WI2/FarMATVE w bde 2
Botnet C2
N ‘ CVE-2017-0145, WI2/Flecoder WanraCryptor, B'tr Vuloerability Criteria: blocked by AV e
i =N — CVE-2017-0147 Wi2/Flecoder WanraCryptor D e =10
'3 Pt P g (AU D [0t o ol ” Patch:  Microsoft 17-010 W32/GenDKTtr o Vista & Server 2008/R2 4
RSSO AR Madicious email
) . , S Signatwes: WI2/Gen DU a7 o Server 201282 2 eiidonss wikias i pvsiad W
_ R I MS.SMEB Server SMB1 Tram2 ‘WI2/Gonkryptik. 1C25 o ¥/8I/RTRY o Server 2016 sctess blocked by Web Filter
- - . o
) T vt =
v A E—
B4 § 38 be 2 WTQ Gxcument cthing tu rogl - o
i o D g, b w0 s
e 98 chrge Sempreit il .
e R i
u
e ( 44 =
.
Stustion Avarengsz Repart i
The dotwing &5 2 briet desaation of essch hnctansd s rdd iy Tpcatance 0 & 00 20auty prdure. L

B et mtwca, The vaETt i down e v
[

B rarracton s
B 1o cotd et b e st

o St ) s

i Contmrmer:

B, o0 0w iy ¥ poshet v, e oy
e ot v

2 3 tuses (g

e v e oo g ey ke D by ek
.
—
1 wxirase wr De sevees Ty fese oy

B <rv e
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Security Fabric Audit - audit a doporuceni zmeén

@ Security Profiles

Securlty Fabric Audit

L VEN @ Detect Security Fabric FortiGates © Easy Apply ‘ 57 All FortiGates v ; AllResuls @D | & print
& User & Device PP et
o yscore: 4v-1,295.7 (-1,315.7)
@ WiFi & Switch Controller
i o' Repr S 1Im
Passed @Llow @ Medium @ High @ Critical
Forvrard Traffic g
Lol Traffic Issue FortiGate | Result Recommendation
M AT Firmware & Subscriptions 2 2
System Events
¥ [#] Internal Segmentation Firewall (ISFW) 6 @
Router Events a °
Endpoint Compilance 3 3
VPN Events
\ser Events Endpoint Registration PM-Gateway Alldependencies were not met inarder for this test to run. Apply the recommendations of the following tests so that further auditing can take place:
Witerfaces which are classified 85 “LAN' should have ForiTelemetry enatied. = i Interface Classification
Endpoint Events
HA Events Building-1-FW All dependencies were not met in order for this test to run. Apply the recommendations of the following tests so that further auditing can take place:
WiFi Events A Interface Classification
DNS Query 2ndFlcor-FW Enable FortiTelemetry on the following interfaces:
AntiVirus FSW-FOS-GUI {port40)
Web Filter @ 2}
Web Appiication Firewall Ap
Application Control FortiClient Protected PM-Gateway All dependencies were not met in arder for this test ta run. Apply the recommendations of the following tests so that further auditing can take place:
Intrusion Prevention Ans ces <hould b registe ortiCHent ) A Eridpoint Registration
Bullding-1-FW Alldependencies were not met In arder for this test to run. Apply the recommendations of the following tests so that further auditing can take place:
- 4 Endpoint Registration
Security Audit Eveats
Learning Report 2ndFlcor-FW Alldependencies were not met In arder for this test ta run. Apply the recommendations of the following tests so that further auditing can take place:
Log Settings A Endpoint Registration
Threat Weight FortiClient Compliance PM-Gateway Alldependencies vrere not met in order for this test to run. Apply the recommendations of the following tests so that further auditing can take place:
@ Monitor :iv’:;nt:r:dfurlﬂlmdm:esl»u‘ndb:wlrdunwthmm»u\t 4 Endpolint Registration
Building-1-FW All dependencies were not metin order for this test to run. Apply the recommendations of the following tests so that further auditing can take place:
> /. Endpoint Registration
2ndFloor-FW ) Alldependencies were not met in order for this test to run. Apply the recommendations of the following tests so that further auditing can take place:
- 1. Endpoint Registration
FortiClient Vulnerabilities PM-Gateway All dependencies were not met in arder for this test ta run. Apply the recommendations of the following tests so that further auditing can take place:
AR registered FortiClient devices shouid have nocritical vlnerabilities 50} /A Endpoint Registration
Building-1-FW Alldependencies were not met In arder for this test ta run. Apply the recommendations of the following tests so that further auditing can take place:
[ 50]
4 Endpoint Registration
2ndFloor-FW Alldependencies were not met In arder for this test to run. Apply the rec of th tests so that further auditing can take place:
[ -50]
A Endpoint Registration
Security Best Practices 4
< Back Cancel
Q
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VARIANTNI NASAZENI

El Physical/Virtual
o

= Cloud

= CPE

= Centralizovany (HW, VM)
= Hybrid (CPE + VM) = FHV

Fortinet Parallel Pa

| Path Processing (PPP)
| Packet ' Palicy | Content
Processing ‘Management Inspecticn
[P sseses -
|| b I CERTRS L
....... .'..l........".‘.'.:.:.:.:.:. o - - =
.................. S.ods) 99, - — -

Residential /

l SOHO
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SAMOOBSLUHA — FortiPortal

= Zakaznik ma na jednom miste: e
» zaznam udalosti, definic a protokolu
» nastaveny plan a generovani sestavy,
» statistiky a monitoring provozu
» Moznost zmény konfigurace sluzeb

= MSSP umoznuje:
» monitorovani stavu sluzeb
» nastaveni novych zakazniku
» feSeni problému (trouble ticketing)

F:ERTINET




2%2 FortiGate VMSAKVM Fabeic Core Sacurity Fabeic Prview 1= @ >_ T admin-
o System information i | Licenses B 1 |Security curity-Fasric i | Sexsicns iminze~ (3 1
anagemen oo M I i @ recassen o | S
e ¥360DUMISTEL
O System 3| | Finow (Securty. Fabri_ Preview) O Aviving ¥ Fabri_First_Floor i
> ¥ Fabri Second £
:,Mumqm | o B © Webilering S
Security Profile [
A || ot Tie 2079119023426 © Mobie Mabware:
& User & Device ¥ Ugrtime 11194642 FortiClient 0730  FortiToken oo (t - - =) v
M Log& Report N 24267 7434 (ke Prapin, 28
| ﬁ} € Mositar ]

Bandwidth - & Internet Access (port ) thows (3 B

-( : Security Fabeic Sco 1 | Advancec Threat Protection Statstics i
FortiManager FortiPortal FortiClient v | |
EMS

2 = - - - — o o)
FortiCloud FortiCloud Orchestrator e 49.99 kbps et 10,91 kbps
MSSP FDND -

Iminter (3§ Inintes (]}
/\
" T : 1 1 1 e m e
11104 2308wt /s 65%
€ 2 [Suree 100117 | | &% v now sminves [FIENE ©
A Axttey Pesine: A A P
Summary of 100.1.17 > £ £
T t— - — .

Device: Rawbean-MBP IR Harvm e - \
Bytes wed): 7.54MB B Sensiom Plocked ‘ = B

0 Seswiars N ey Isr
Sessions : 738

=5 Senives
Tirme Period Last Hour :

200 1006 1010 08 1030 %0

Appications  Destinatiors  Countries  Threats  Poiicies  Domains  Categories

BN 1035 WA 1045 080 1066

Sourceinterfaces  Destination Interfaces  Sessions

SortBy: | Sessions (Blocked/Allowed) #|

*e
LI

_— =

.

:RATINET




OTEVRENOST - Fabric Alliance Ecosystem
BT T

&>

NN
@amazon Wl @Symantec tufin
" webservices™ ... CISCO. M Mc Afe e
nuagenetworks M Together o
Microsoft Azure 9 ADVA @ SentinelOne’ algosec
ORACLE B Networking RV —
' FIREMOQ N
s IBM Security BROCADE 2 openstack "/;\Ttvt IO\RIQS BLACK ;
) - i
& HPE Helion ) CLOUDIFY ziftén servicenow
Vulnerability/SIEM IoT/OT/NAC Identity Technology
<\ WhiteHat {» NOZOMI (i‘nter)
SECURITY. \p @ Centrify®
@ QUALYS' edl
CCCCCCCCCCCCCCCCCC ForeScout @ VERISIGN'
e CYBERARK’
— =N RETWorks '
Hewlett Packard @ glelelelp
Enter‘prlse S Pulse Secure@ communications
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Automatizace a koordinace

A Security Architecture that provides:

BROAD Visibility & Protection of the
Digital Attack Surface

INTEGRATED Detection of Advanced

Threats

Response & Continuous
Trust Assessment
Delivered as:

O & D ¥

Appliance Virtual Hosted Cloud Software

PARTNER API

MANAGEMENT-ANALYTICS

ADVANCED THREAT PROTECTION

MULTI-CLOUD

F:ERTINET



MSP PLATFORMA - SPRAVA A SLUZBY

Management a analytika
» FortiSIEM, FortiManager, FortiAnalyzer

Autentifikace pristupu
» FortiAuthentificator

Zakladni bezpeénostni sluzby
» NGFW (Firewall, IPS, VPN, Anti-Vir, Antispam, Anti-Malware, Web filtr, Application

Control)
= Dopliujici uéelova ife$eni e
» Ochrany webovych aplikaci - FortiWeb —— [

» Ochrana pfed DDoS utoky - FortiDDoS o
» Optimalizace a bezpecnost aplikaci Secure - FortiADC

» Detekce a ochrana pfed dosud neznamymi hrozbami - FortiSandbox

» Bezpeclné feSeni E-mail komunikace — FortiMail

» Bezpeclné bezdratové sité — FortiWireless 3
» Detailni analyzy provozu zakazniku, pfitomnosti, umisténi a pohybu kazdého zakaznika

» Secure Access - Secure Wireless LAN

F:ERTINET
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Cloud Based Security Analytics and Management for Carriers ani
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d Managed Security
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Fortinet: Partner pro MSP budoucnhosti

Silné regionalni zastoupeni Siroké portfolio produkt(i Inovativni a vykonny motor
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CTAP - Bezplatny test site

= Zapujcime FortiGate
* Pripojime bez nutnosti zasahu do Vasi sité
= Vytvorime detailni report a analyzu Vaseho provozu

= Probereme s Vami vysledky a navrhneme opatreni

Pohled do vasi sité pokryvajici klicove oblasti:

» Bezpecnostni hrozby — odhalime slaba mista, malware, botnety, atd.
» Produktivita — prehled o uzivatelich a jejich chovani
» Vykon — aktualni zatéz sité a navrh optimalniho reseni
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»Okvele utocit umi ten vojevudce, jehoz protivnik nevi,
kde se ma branit.

A skvéle se branit umi ten vojevidce, jehoz protivnik
nevi, kde ma zautocit.”

— Sun C'
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Martin Fiser
mfiser@fortinet.com
602 303 265 '




