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Hrozby v ICT dnesnich dnu
a
Jak ohrozuje ekonomiku firem
a
ProcC klast velky duraz na
bezpecnost



Realna zkusenost s DDoS utokem

« Distributed Denial of Service N
« Nedostupnost sluzeb Computer(s)

« Saturace aktivniho prvku/serveru
« Objednavka DDoS utoku!!!
« Jaka je obrana?

Pyt ° Zombie
o e

|

(_

]

~

e

oo e T

. 28% on-line firem v CR
« 32% v EU
« 38% ve svéeté
se potkalo s DDoS Utokem za

poslednich 12 mésicl
Zdroj: B2B International
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Dalsi mozné Hrozby

« Botnetem infikovana stanice z lokalni sité zavlecena

do DDoS utokd
— Neobvyklé komunikace
— Odchylky od standardniho chovani stanic a celé sité

« Zmeéna pouzivaného DNS serveru na stanici
— Moznost manipulace s DNS zaznamy a pristupem na weboveé
servery, Geolokace
- Utok na autentizaci http sluZeb
— Pokusy o uhodnuti hesla pro phpMyAdmin
 Internet of Things botnety
— Veétsina zarizeni neni vyvijena s ohledem na bezpecnost
 Kyberkriminalita jako sluzba
— Konkurencni boj
 Zero Day utoky
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Spojeni se silnym partnerem jehoz
technologie resi bezpecnost na
vysoke urovni

Predstaveni Hillstone
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World Class Team

» Experienced leadership
from Netscreen, Cisco,

Juniper, Intel

by founding engineers from Netscreen

countries: financial, telecom, education
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lidmi z Netscreen

. spoleCnost zalozena v roce

» Vedouci zkuSenosti z Cisco, Juniper, Intel
zemi: financénictvi, telekomunikace, vzdélani

. zakazniku z
- zaméstnancu celosvétove, technickych inzenyru
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Reseni pro ISP, malé a stredni
podnikove site, Enterprise

S série — Network Intrusion Prevention System
m Systém prevence pranikd IPS M
m Velmi podrobny a uZivatelsky nastavitelny reporting e

m Centralnl management a jednoducha instalace

E série — Next Generation FirelNall

m Komplexnf sitovd ochrana s pfidanou hodnotou
m Granuldrni Fizenf aplikacl

m Proaktivni ochrana proti hrozb&dm
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L2-L7 komplexni bezpecnostni ochrana

Vysoka vykonost a vysoce ucinné IPS, AV, detekce-URL nastroje
k identifikaci a filtrovani vSech aplikaci a provozu véetné SSL
Sifrovaného provozu

@ Prevence SQL
insertion, XSS cross-

@ PleviiiPoS/DDoS
network-layer utoky.
ir‘;';ﬁz"‘""' @ Profesionalni Botnet
filtering a izolace.
@ Two-way attack detection,
and full traffic protection.

Full @ Firewall linkage.
Protocol Rapidly blocks attacks.
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Klicové pozadavky modernich firewallu

Identifikace aplikaci nikoliv portu
— Moznost tvorby vlastnich signatur pro aplikacni detekci

Identifikace uzivatell jménem nikoliv jen dle IP adresy
— Forenzni vyhledavani

Identifikace obsahu komunikace
— Analyza sifrovane komunikace v realnem case

Blokovani hrozeb v realném cCase
— Chrani sit’ pred zranitelnostmi

Zjednoduseni spravy bezpecnostnich politik
— Jednoducha editace bezpecnostnich politik

Vyuziti multi-gigabitove propustnosti
— Nizka latence

Virtualizace , , o
— V ramci jednoho fyzického boxu vice virtudlnich firewalll

PROFICOMMS
10



Reseni Hillstone - NGFW

AR .
FW IVPN IAV IPS IURL E‘Z‘;”App
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Next Generation FireWall
FireWall nové generace NGFW

Application/Protocol

IP/Port

Protocol

Hlllstane
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Parallel Architecture Delivers High Performance

® Multi-core and multi-CPU

architecture provides high

performance

® Each core provides security

apyg

i
Gmuil

ontrol E;

g;.jﬂj' Behavior

Cross Ins

functions independently of
each other

® Same-session can be handled

on all cores concurrently

® Unified security engine
provides security processing

once, thereby reducing latency

PROFICOMMS
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Comprehensive L2-L7 Protection

The best defense is always full protection!

I Behavior Analysis (Next Release)

A

Anti-virus
v
I URL Filtering Phishing and Malicious Website
I Web defense: SQL injection, CC, XSS prevention Web attack
7Y
Vulnerability-generic Signature defense Known vulnerability attack
X
Protocol Anomaly detection Abnormal protocol
X
DDoS prevention, session limit DDoS attack
X
ARP attack prevention ARP attack
EBEEL?P..MM% B www.proficomms.cz
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Moznosti nasazeni — Hillstone NGFW

Server Protection Branch VPN Connection

Internet Access
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NGFW

Internet

@ Granularni a vykonny
management — aplikace,
uzivatel, ..

Komplexni ochrana internetovych
hrozeb

@ Podpora vice nezavislych ISP
operatorl a silny aplikacni routing
s QoS prioritizaci

PROFICOMMS
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@ Flexibilni Fizeni pfistupovych politik

Profesionalni ochrana WEB
serveru

Bezpecnostni ochrana Virtualnich
obchodu

Q Vysoka Dostupnost - redundance

R
R
R

Malé zpozdéni, vysoka
vykonost VPN pfistupl

Jednoduché nasazeni IPsec
VPN

Centralni management a
monitoring

Dvoufaktorova autentizace

B www.proficomms.cz
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NSS Labs Recommended NGFW -
The Best TCO!

Hillstone Networks NGFW # BEST
Excellent Overall Value
PRICE/PERFORMANCE 99.6% 98.32% P -
. 100% I’IO&
el " Fortinet S Performance

@Juniper ) Forcepoints .. SolicWALL

""""""" Cisco ASA @ Palo Alto Networks ¢ @Cjsco FirePOWER Huawei
el SIS posprise e R ol U
-E .................... TCO VALUE
. @ Barracuda
90%
@ WatchGuard
RECOMMENDED
70%

Security Effectiveness

60%

99.60%
: . Block Rate in Static test

98.32%

#100 580 TCSOGSer Protected —Sl\:gps i ¥ BIOCk Rate In lee TeSt

PROFICOMMS
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INGFW
Unikatni a inteligentni technologie
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INGFW
Unikatni a inteligentni technologie

T série — Inteligentni Next Generation Firewall

®m Kontinuélni monitoring Vasi sité a statisticky clustering e ST

———

m Behaviorélni a forenzni analyza, Kill Chain - grafické zobrazeni prib&hu Gtoku

m Mittigace - automatické zablokovani datového toku pfi Gtoku

Behavior Learning Abnormal Threat & Risk
& Modeling behavior Analysis Identification

PROFICOMMS
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INGFW
Unikatni a inteligentni technologie

T série — Inteligentni Next Generation Firewall

m Kontinuélni monitoring Vasi sité a statisticky clustering

m Behaviorélni a forenzni analyza, Kill Chain - grafické zobrazeni prib&hu Gtoku

m Mittigace - automatické zablokovani datového toku pfi Gtoku

Abnormal Threat & Risk
behavior Analysis Identification

. Host/server behavior . Real time Behavior Model . Quantitate risk severity and
modeling by adaptive and rules certainty by correlation
machine learning . Identify abnormal analysis
*  Layer 4-7, hundreds of dimensions by behavior «  Threat forensics including
behavior dimensions partnering suspicious and relevant
PROFICOMMS PCAP B www.proficomms.cz
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INGFW
Unikatni a inteligentni technologie

= ABA |
= ATD : ey
= Mitigation |
= Kill Chain

= Risk Index
= Forenzni analyza
= Statistical Clustering

PROFICOMMS
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Bezpecnostni nastroje INGFW

= ABA

= ATD

= Mitigation

= Kill Chain

= Risk Index

= Forenzni analyza

=  Statistical Clustering
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Behavior Analysis

HTTP v Bytes Transmitte... ~ Last 24 Hours .
[£] Actual Value [C| Baseline Value [C| Low Threshold E4 High Threshold
100 -

80 -

60 -

Mbps

R 7 o A

02:00 07:00
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Hillstone Stops Attacks at Every Step in
the Kill Chain

Command

Recon Weaponize Deliver Exploit Install Control Action
Preparation Compromise Attack

Traditional FW

NGFW
Detection Software

Hillstone Intelligent NGFW (i+NGFW)

EBEEL?P..MM? B www.proficomms.cz
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What is kill chain?

= Kill Chain is the classical APT process including
seven stages

Monetization

Inital Exploit Delivery CaC Internal Lateral Exiilration
Recon Movement

= Kill Chain can show us
= Who
= How
= \What

PROFICOMMS

value added distributor
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Co je Kill Chain Mapping?

Initial Exploit Installation Botnet Monetization

Reconnaissance L ’ Lateral Movement h ’ Exfiltration

PROFICOMMS

value added distributor B www.proficomms.cz
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Co je Kill Chain Mapping?
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Kill Chain nam ukaze — Kdo, Jak, Co

Risky Hosts

Host Name/IP: U200 .. -

Operating System: §% windows

Active: Inactive
Zone: guest-wireless

Kill Chain | Threats  Mitigation

x|

Risk Level Certainty

£ D

- Monetization
Delivery ‘ca&cC | intsmal Lateral | Exfiltration
) & Recon ~ Movement |
Name Type Severity Certainty = Source Destination Detected at Status Admin Anal...
1 | lllegal e G 3 2016/C5/19 11:50:56 Detected Open
2 lilegal N G FW S 2016/C5/18 11:58:56 = Detected Open
3 | lllegal 5 - 2016/C5/19 11:58:56 Detected Open
4 | |llegal External Link Attack - Web attack 100% i 5 2016/C5/19 11:58:56 Detected Open
5 | lliegal ; = ot = Open
6  lllegal . = Open
7/ oga Hillstone Intelligent NGFW ( hs
8 | lllegal X8 B0 St oo7e — Open

Page 1 :

/160 | p | ») | Displaying 1 - 20 of 3153 20 |~ | PerPage
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Hillstone Kill Chain nam ukaze — Kdo, Jak, Co

Risky Hosts (X
HostNamelP:  DISKSTATION(172.18.10.10) Risk Level Certainty
Operating System:

_ i Low B 10%
Active: W active
Zone: trust

KillChain  Threats  Mitigation
Monetization
Delivery (csc) LI Eamn Exfilration
7 ) __/ ~ Recon | . Movement | L }
Source Destination Detected at Status Admin Anal...

1 BE 216.218.206.99 % DISKSTATION(172... | 2016/02/07 08:07:48 |  Detected Open

2

3

PROFICOMMS B www.proficomms.cz
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Co je Kill Chain Mapping?

Initial Exploit

Internal
Initial Exploit |~ Corcngml?rrgclj& Reconnalssan ’ Mlaeéer;a;nt Exfiltration

@@8

Lateral Movement . Exfiltratio!

Monetlzatlon J

NGFW

Detection Software

Hillstone Intelligent NGFW (i+NGFW)

PBPEIQPMMS B www.proficomms.cz
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Neni to jen o "technologiich’,
ale |0 Ildech

S kym poletite radéji?

PROFlcomms s.r.0. nabizi svym partnerdm k produktdm Hillstone pfidanou hodnotu v podobé dalSich sluZeb
m technickd podpora (délkova | pfimo u zdkaznika)

m Pick up file - moZnost analyzy logu
m certifikovani technici — HCSA a HCSP certification
PHOFICOMMS

value added distributor
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WPROFICOMMS DISTRIBUTOR KOMUNIKACNICH TECHNOLOGII

hny moznosti?

———

Mate pokryty vSec

T —

Ing. Martin Tupa
tupa@proficomms.cz
+420 736 625 811




Bezpecnost vyzadu je mnoho vrstev

| e | - il

UTM/FW
- Perimetr| | DDos
Web Security Gateway
Zabezpelené DNS
NBA

Managed LAN/WLAN

A —
NMS
-

02 Monitoring | STEM
Managed Security T

Service Provider

[ Web |-, | Web Appiication Firewally

Databéz
v & Fadd Aplikacni vrstva‘ 1 . -
_ | mai
AntiPhising 7 ﬁ;."] Dom ovani aplikaci (ADC)
PROFICOMMS . ,
value added distributor B WWW.DProfi(
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Hillstone Protects Across the Cyber
Kill Chain

Reconnais ol
sance Breach k-

pre-breach | post-breach

J

VEWWEG
Detection
Software

bne Intelligent NGFW (i+NGFW with Behavioral IntelliJERGE

~ o~

PROFICOMMS
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Stage1: Initial Exploit

The attacker identifies and gathers information of the
targeted victim hosts. This can be done using means
like social networking and publicly available information
on the internet or by performing vulnerability and service
scanning.
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Stage 2 : Delivery

The attacker transfers exploit and malicious payload to
the targeted devices using emails or other means, which
can represent the command scripts or instructions that
the attacker can use to stage later attacks.
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Stage 3&4: C&C/Monetization

The attacker creates a communication channel
between the infected host and remote command server
to download additional tools and instructions

In some cases the compromised hosts are used as “bot
machines” of the botnet performing activities whose
main purpose is to gain profits.
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Stage 5&6: Internal Recon/Laternal Movement

At this stage, the attacker can download additional
tools, installing more back doors and take actions
such as brute force to gain privileged credentials and
access of the identified internal critical assets
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Stage 7: Exfiltration

At this stage, the attacker carries out the main
purpose of the attack, to steal information on the
compromised system, stolen data such as personal
information, intellectual property and other valuable
information are transferred of the organization.

CONTROL
SERVER
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Abnormal Behavior Detection

Behavior Learning
& Modeling

. Host/server behavior
modeling by adaptive
machine learning

. Layer 4-7, hundreds of
behavior dimensions

PROFICOMMS
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Abnormal
behavior Analysis

. Real time Behavior Model
and rules

. Identify abnormal
dimensions by behavior
partnering

Hillstone Intelligent Next-Generation Firewall

Threat & Risk
Identification

Risk Level Certainty

iAedium.__, 100%

. Quantitate risk severity and
certainty by correlation
analysis

*  Threat forensics including
suspicious and relevant
PCAP

e — .
T,
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What is kill chain?

= Kill Chain is the classical APT process including seven stages

Monetization

Initial Exploit Delivery cac Internal Lateral Exf
Recon Movement

= Kill Chain can show us
= Who
= How
= \What

PROFICOMMS

value added distributor | |

40



;.
- SO =" E
G 3© —
0] Ll
1= ®
oyt i
=) -
PROFICOMMS . i -
value added distributor B www.proficomms.cz

41



' Risky Hosts ]g
HostName/P:  DISKSTATION(172.18.10.10) Risk Level Certainty
Operating System:

i Low o 10%
Active: W active
Zone: trust

KillChain  Threats  Mitigation

Monetization
Delivery [cac) intemal ’ Lateral Exfiltration
L \__/ . Recon | ~ Movement L
Name Type Severity Certainty = Source Destination Detected at Status Admin Anal...
1 RPC ONC-RPC V2 ... | Scan- Web Applica... 100% EE 216.218.206.99 % DISKSTATION(172... ' 2016/02/07 08:07:48 Detected Open
2| RPC ONC-RPCv2 ... | Scan - Web Applica... 100% BE 216.218.206.123 o2 DISKSTATION(172... | 2016/02/06 06:57:13 Detected Open
3 RPC ONC-RPCv2 ... | Scan-Web Applica... 100% EE 216.218.206.79 o, DISKSTATION(172... | 2016/02/05 06:42:19 Detected Open
CcCOoOMMS .
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