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About :

Sprava uzivatelov je hlavhym trapenim |ISP-
ckarov.

v' Aktualne zariadenia uz davno umoznujd aj nam
malym ISP-&karom pouzivat vymozZenosti
velkych firiem.

v Plus postupom &asu pribudaju aj do MikroTiku
dalSie skvelé funkcie pre automatickd spravu a
inStalaciu zariadeni.




About :

Vela z vas uz pouZziva vlastné riesenia
ovladania koncovych zariadeni, jedna sa ale
vetSinou o prorpetarne rieSenia ktoré sa
nedaju pouZit na celkovu siet &l uz z
pohladu nehomogenity koncovych
zariadeni alebo sU jednoducho postavené
Iba na jeden konkrétny pripad pripojenia.
(vetSinou t.z.v. WISP).

A prave niektoré z novych MikroTik funkcii

Z ~ M v||
~d A

pracu.



MikroTik Features
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MikroTik deployment Features

v Netlnstall

v FlashFig

MikroTik remote configurator Feature
v" RoMON

v CAPsMAN

v extra?




NETINSTALL
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NETINSTALL Features

v' obnova routra po katastrofe

v’ umoznuje nainstalovat pernamentny
v

v vlastny default config
v vlastny branding




Routeis/Diives

Label | MAC addiess / Meda : T Sotware 1D Help ]
E=IEN Removable meda K Bironer

ew D
=IFN Removable meda l —l

Get key |

I= . Keeo old configuratior

IP address: [— / |_
e T
Baud rate: [—;]

Mokcfbpwl NetboolingJ nstal ||'- orfigure script |
~Packages —

Sels“.l ;] |

Feoen: |C:\U sers\Nornis\Desktop

Name | Wersion Descriplion
& routeros-mipsbe 319 RouterDS for RoutelBOARD RB4wx, ncludes al suppoited fealures

There you can set parameters for FXE (Pre-boct eXecution Emaronment)
and Etherboct sesver that can boot your routes over netwoek

[V Boot Server enabled

Clent IP addiess: |132.18&1.2
OK I Cancel I




RouterQOS version
Router name
Company URL

Manual URL
Telnet ASCII Logo

LCD Logo

Upload

6.29

FutureGate

http:/ /www.mikrotik.cool

[Back To Main Menu]

http:/ /wiki.mikrotik.com/wiki/Manual:TOC

WWW.MIKROTIK.COOL

coo/l)f/
MiKroTik

Vybrat sibor nie je vybrany Ziadny sibor

Category:

© default

\hotspot

\skins

default configuration

Icd logo

www.mikrotikacademy.info

N
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FLASHFIG
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FLASHFIG Features

v’ je stigastou Netlnstall-u

v’ umoziuje masivne nainsStalovat na router

skript xxy.rsc a zmenit jeho defaultné
parametre

v extrémne rychla a masivna instalacia cca
15s / router




& MikroTik Netinstall for Router0S v4.6
. Routers/Diives

Label MAC addeess / Medis ~ Status
== | Ba¥ Hard dsk Ready

O Active

Boot Clent Address: [10.5866
Stalus  |Fle

Kl

Num + Time Test
1 153456 Hello

13



flash config
(should take 3-4s)

got
flashfig

Disable flashfig YES
flashfig once
Success Sound NO Disable
for 6 minutes flashfig
Expected to be fail
turned off sound

*




RoMON

15
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RoMON Features

v funkcia a protokol umoznujdci prenos
pristupovych protokolov cez ROMON siet
zariadeni (MikroTik routrov)

v romon MAC ping
v'romon MAC ssh

v winbox MAC over RoMON Server(IP/
MAC)




Requirements

v staél na -
zariadeniach =

“15 Mesh

255] [P

zapnut o
RoMON | [

- & queues
funkciu

|| Files

%, Tools

Discovery (Running)

Address

4 |Cost Hops Path

17

LzmMTU Identity Version

BV est Server

&) Manual

B exit

& Mew Terminal

| .. Make Supout. rif

Y Mew WinBox

Bandwidth Test
Ermnail

Flood Ping
Graphing

IP Scan

MAC Server
Metwatch
Packet Sniffer
Ping

Ping Speed
Profile

RoMON

E4:80:8C:5358:5C: 75

200

1 E4:80:8C:538:5C:73

1500 Mainl 6.37.1

Enabled

=] E3

(o]

| -
Cancel

Secrets: ’

=

Apply

Current ID: |6C:SB:6B:48:?8:49

I Ports

Discovery

J1da0
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Live ukazka :




CAPsMAN

19



CAPsMAN Features

v

DN N N N N NN

Campus Centralized management pre
RouterOS APs

Dual Band AP podpora

Provisioning (konfiguracia) AP&iek

MAC alebo IP komunikacia s AP

Podpora certifikatu

Data forwarding konfiguréacia

RADIUS MAC autentifikacia

Viace] réznorodych konfiguracii na MANe
distribuované podla lokalit

20
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Requirements

CAPsMAN

v x86 alebo RouterBOARD
v NajnovSia RouterOS v6
v Wireless-fp baligek nainstalovany a zapnuty

CAP

v X86 alebo RouterBOARD

v NajnovSia RouterOS v6

v Wireless-fp baligek nainstalovany a zapnuty
v Atheros chipset (a/b/g/n/ac)

v Minimalne Level4 RouterOS licencia
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Internet

OfficeNet

OfficeNet

| ”
| " JJJj 0

CAPsMAN

OfficeNet




CAPsMAN Simple Setup

23
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CAPsMAN Simple Setup

Enable CAPsMAN service

Create Bridge interface

Add |P configuration to Bridge interface
Create CAPsMAN Configuration

» Create Provisioning rule

Enable CAP mode on the APs
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Enable the CAPsMAN service

& Quick Set
M Interfaces
1 Wireless
&5 Dridge
wa PPP

“a Mesh

2= 1P
MPLS
#° Routing

Interfaces | Provisioning Corfigurations Chhnnels

v =]

dp (=]

Name

CAPs Manager Of x
o) . Eocbied

Certificate:

CA Certificate:

Generated Certfficate:

Generated CA Certificate:

Type

v

v

Require Peer Certificate

Datapaths Secu

MTU

L2 MTL

OK

Cancel

Apply




Create Bridge Interface

As Quick Set

M Interfaces

. Wireless

= Switch
“Is Mesh
sl IP
MPLS
# Routing

M. Radius

A, Tools

4 CAPsMAN

[

Bridge Potts Fiters NAT Hosts
= ?

Name

New Interface
STP Status Traffic

General

‘ Name:

Type:
MTU:

MAC Address:
ARP:
Admin. MAC Address:

L2 MTU:

Type

OfficeNet
Bridge
1500

enabled

Settings

2MTU | Tx

|

OK

Cancel
Apply

Disable

Comment

Copy

Remove

Torch

26
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Aa Quick Set [O][x]
i ::AP:MAN Ed = [y
nt
e frfertaces dress Interface DHCP | Networks Leases Options Option Sets Alerts
1 Wireless 1 @E]
T 4 Y DHCP Config DHCP Setup
@ Drdge :
w¥ PPP Address: |10.10.10.1/24 OK Name Interfface Relay Lease Ti
“5* Switch Network: v Cancel (=] E3
©9 Mesh Interface: |OfficeNet * Apply
4 |P ’ DHCP Server Interface: |OfficeNet *
‘ Disable
| ' Comment Back Cancel
# Routing —
o0 System Copy
Q Queues
L Files Fiter Rules angle Service Pots Connections Address Lists Layer7 Protocols
Log =INh g Reset Counters || 00 Reset All Counters
M Radius 4
=4 Action |Chain Src. Address Dst. Address Proto... Src. Pot | Dst. Pot | In. Inter... Out. Int... Bytes
A Tools
New NAT Rule
@ New Teminal
- ' Advanced Bdra Action Statistics | General Advanced Bdra Action  Statistics
1. Add IP address
Chain: |srcnat Action: 'masquerade
2. Add DHCP Server 3
\ddress: 10.10.10.0/24
3. Add NAT rule
v Address:

—




Add New CAPsMAN Configuration

Interfaces Provisioningannels Datapaths Securty Cfg. Access List Remote CAP Radio Registration Table

1 SREIR

Name SSID

Hide SSID Load Bal... |Country Channel

annel Datapath  Security

Name: |OfficeNet

Mode:

SSID: |Office
Hide SSID:

Load Balancing Group:
Country: |united states

Max Station Count:

Multicast Helper:

HT Tx Chains:
HT Rx Chains:
HT Guard Interval:

Wireless Channel Secutity

Datapath:

Bridge: |OfficeNet
Bridge Cost:

Bridge Horizon:

Local Forwarding:

Client To Client Forwarding:

VLAN Mode:
VLAN ID:

Frequency

New CAPs Configuration
Wireless Channel Datapath

Band

llx]

Datapat v

Security: |

| w

Authentication Type: |v| WPAPSK |v| WPA2 PSK

Encryption: |v| aes ccm tkip

Group Encryption: |aes ccm

Passphrase: |OfficeNet

EAP Methods:

WPA EAP

WPA2EAP a

«

-~

-~
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Add new Provisioning rule

Interfaces nfigurations Channels Datapaths Sec

al

=4 Radio MAC

=k

Action Master Configurati... Slave (

New CAPs Provisioning [=] E3

enabled

Radio MAC:
Action:

Master Configuration:

Slave Configuration:

Name Prefix:

00:00:00:00:00:00
create dynamic enabled

OfficeNet

Office AP

|

OK

Cancel

Apply

Disable

Comment

Copy

Remove




Configure the AP

30



__ MikeTik.o b2

Configure the AP to use CAP mode

Ay Quick Set
4 CAPsMAN Interffaces | Nstreme Dual Access List Registration Connect List Security Pn
j:“ :;th‘etflaces L 24 =INh ¢ Scanner Freq. Usage
Name Type L2MTU Tx
o o d
S CAP o]
= “ v| Enabled
= Switch vt e — a OK
“lo Mesh “ nteriaces: [wan —1v Cancel
55l |P , Cenrtfficate: none v Aoply
MPLS ' “ Discovery Intefaces:  etherl L
1) Enable wireless-fp u | Lock To CAPsMAN
paCkage CAPsMAN Addresses: —
2) Enable CAP mode = CAPSMAN Names.
. v
- By CAP mode button
CAPsMAN Certificate Common Names: —
on some boards
- By configuration in Bridge: [none .
ereleSS CAP menu 7 Requested Certificate:
m new 1eminal
l %4 MetaROUTER Locked CAPsMAN Common Name:



Check the Status of the CAPsMAN CAP
Interface

CAPsMAN

Interfaces | Provisioning Configurations Channels Datapaths Security

+ ¢
Name

DSMB 4P OfficeAP1

Interface <OfficeAP1>

General Wireless Channel Datapath Securty Status | Traffic

Current State:
Curmrent Channel:
Curmrent Rate Set:

Cument Basic Rate Set:

Y | | Manager AAA

Type MTU L2MTU
Interfaces 1500 1600

running-ap
2427/20Ce/gn(30dBm)

CCK:1-11 OFDM:6-54 BW:1x-2x HT:0-7
OFDM:6 BW:1x HT:0-7

CAP

Interfaces ' Nstreme Dual Access List Registration Connect List Security

L v CAP Scanner || Freq. Usage
Name Type L2MTU | Tx
— managed by CAPsMAN
— channel: 2427/20-Ce/gn(30dBm), SSID: Office, CAPsMAN forwarding
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CAPsMAN Registration table
Interfaces Provisioning Configurations Channels Datapaths Securty Cfg. Access List Remote CAP Radio

) g
Interface MAC Address Tx Rate Rx Rate  Tx Signal Rx Signal Uptime Tx/Rx Packets Tx/Rx Bytes
OfficeAP3 18:34:51:41:75CD 65Mbps-... 65Mbps-... 0 -44 00:03:17.... 31395/33 212 29.8 MiB/29.5 MiB

CAPs AP Client <18:34:51:41:75:CD>

Interfface: OfficeAP3 0K
MAC Address: 18:34:51:41:75:CD Remove
Tx Rate:  65Mbps-20MHz/1S Copy to Access List

Rx Rate: |65Mbps-20MHz/1S
Tx Rate Set: CCK:1-11 OFDM:6-54 BW:1x HT:0-7

Tx Signal: |0

Rx Signal: -44
1 item

Uptime: |00:03:17.70

Tx/Rx Packets: |31395/33 212

Tx/Rx Bytes: |29.8 MiB/29.5 MiB
—
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Manual Provisioning

« Changing Provisioning rules doesn't effect already
configured CAPs, manual Provisioning is required:
« to remove CAP interface
« to initiate Provision command on the CAP

CAPsMAN
Intefaces Provisioning Configurations Channels Datapaths Securnty Cfg. Access List Remote CAP

=

Radio MAC Remote CAP Name  Remote CAP Id... |Interface
4C:5E:0C.6C.63:28 [4C:5E:0C.6C:63:28] Room4
P 4C:5E:0C.6C:63:2B [4C:5E:0C:6C:63:2B] Room3 OfficeAPT
P 4C:5E:0C:6C:63:4C [4C:5E:0C:6C:63:4C] Room1 OfficeAPZ2

P 4C:5E:0C:6C:63:3A [4C:5E:0C:6C:63:3A] Room2 OfficeAP3




CAP to CAPsMAN Connection

35



CAP to CAPsMAN Connection

MAC Layer?2: IP (UDP) Layer3:

NO |IP configuration is req. = CAP must reach the
CAP and CAPsMAN must CAPsMAN using |IP protocol
be in the same L2 network  Can traverse NAT if necessary

« Management connection between CAP and
CAPsMAN is secured using DTLS

« CAP client data traffic is not secured — if
necessary additional encryption by using
IPSec or encrypted tunnels is needed

36



- MikoTik.oo b2 R

CAPsMAN Selection on CAP

CAP attempts to contact CAPsMAN and build

available CAPsMAN list:

* List of CAPsMAN IPs

* List of CAPsMAN [Ps obtained from DHCP

« Broadcasting on configured interfaces using IP
and MAC Layer

CAP selects the CAPsMAN based on such rules:

« |f CAPsMAN names setting is matched it will
prefer that CAPsMAN earlier in the list

« MAC layer connectivity to CAPsMAN is preferred
over |P connectivity




CAPsMAN with Layer3
On the CAP specify the |P address of the

CAPsMAN

Interfaces | Nstreme Dual Access List Registration Connect List Security Profiles C

L Y Scanner | Freq. Usage | Alignmer

Name Type L2MTU |Tx Rx
CAP =] E3
o) v/ Enabled OK
. A
“ Intefaces: |wian7 v 3 Cancel
Certificate: none ¥
' Apply
Discovery Interfaces: —
Lock To CAPsMAN
“ CAPsMAN Addresses: |10.5.125.1 $
CAPsMAN Names: —
CAPsMAN Certificate Common Names: —
Bridge: none v

Requested Cerfficate:

Locked CAPsMAN Common Name:

38
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CAPsMAN selection using Name
On the CAP specify the CAPsMAN identity

name

Interfaces ' Nstreme Dual Access List Registration Connect List Security Profiles Cl

L r NTg Scanner || Freq. Usage | Alignmer
Name Type L2MTU |Tx Rx
CAP =] E3

viiEnabled ... oK

Interfaces: | wian7 v A
e, N

Certificate: none * Aoply
“ Discovery Intefaces: |etherl L
Lock To CAPsMAN
CAPsMAN Addresses: —
Q) C/:PsMAN Names: [CAPSMAN a
CAPsMAN Certificate Common Names: —
Bridge: bridgelocal ¥

I Requested Certfficate:

Locked CAPsMAN Common Name:

N —
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CAP Identification

MAC/IP address RouterBoard model
Serial Number of the Board RouterOS version
System Identity Main wireless MAC
State of the CAP Provided radio count

CAPsMAN

Intefaces Provisioning Configurations Channels Datapaths Securty Cfg. Access List § Remote CAP BRadio  Registration Table
g
Address Name Board Serial Version | |dentity Base MAC State Radios

4C:5E:0C:6C:63:26  [4C:5E:0C:6C:63:28] RBmAP2n 52760434DCE4 6.19 Roomd4  4C:5E:0C:6C:63:28 Run
4C:5E:0C:6C:63:29 [4C:5E:0C:6C:63:2B] RBmAP2n 5276046C3DA3 6.19 Room3  4C:5E:0C:6C:63:2B Run
4C:5E:0C:6C:63:38 [4C:5E:0C:6C:63:3A] RBmAP2n 527604845E6A 6.19 Room2  4C:5E:0C:6C:63:3A Run
4C:5E:0C:6C:63:4A [4C:5E:0C:6C:63:4C] RBmAP2n 527604D1D5D4 6.19 Room1 4C:5E:0C:6C:63:4C Run
fff:10.5.125.172  [D4:CA:6D:A2:85:60] RBmAP2n 527602095F22 6.19 Room5 D4:CA:6D:A2:85:60 Run

Bl T e




CAPsMAN static CAP interface

* No interface name change or setting change after
the reboot
« Additional manual setting override
Copy dynamic interface to make static interface

41

[Olx]
Interfaces | Provisioning Configurations Channels Datapaths Security Cfg. Access List Remote CAP Radio Registration Table
b - Y | | Manager AAA
Name Type MTU L2MTU Tx Rx Tx Packet (p/s) Rx Packet (p/s) SSID Hide SSID L+
DSMB  ¢pOfficeAP5 Interfaces 1500 1600 Obps Obps 0 0
(O]

Name

Type

MTU

L2 MTU
MAC Address
ARP

Radio MAC

| Master Interface

OfficeAP5
Interfaces

1500

1600
D4:CA:6D:A2:85:60

enabled

D4:CA:6D:A2:85:60

none

General | Wireless Channel Datapath Securty Status Traffic

*|

*|

=

Remove

Torch

New Intedace = E3
General | Wireless Channel Datapath Securty Status Traffic

“ Name

Type

MTU
L2MTU

MAC Address
ARP

Radio MAC

Master Interfface

Room5AP
Interfaces

1500

1600
D4:CA:6D:A2:85:60

enabled

D4:CA:6D:A2:85:60

none

*|

*|

Cancel

Apply

Disable
Comment
Copy

Remove

Torch




CAPsMAN VirtualAP
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CAPsMAN Virtual AP

CAPsMAN

OfficeNet / ™ OfficeNet

GuestNet

GuestNet JJJj
’

J ]
14
Q : 9’

OfficeNet ~ OfficeNe
GuestNet JJJJ GuestNet 4 )JJJ
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CAPsMAN VirtualAP Configuration

« Create new Bridge interface and IP
configuration for the VirtualAPs or use the same
bridge interface as Master AP

« Create a new configuration for the VirtualAP

« Specify the new configuration in Provisioning
rule as Slave Configuration

« Remove all CAP interfaces

 [nitiate Manual Provisioning on all the CAPs




CAPsMAN VirtualAP Setup

Interffaces  Provisioning annels Datapaths Securty Cfg. Access List Remote CAP Radio Registration Table

o B

Name SSID Hide SSID |Load Bal... Country Channel Frequency Band D
OfficeNet Office united sta...
New CAPs Configuration
annel Datapath Securty | Wireless Channel
Name: GuestNet Datapath: v
Mode: —
Bridge: |GuestNet ¥ A
SSID: |Guest
Bridge Cost: v
Hide SSID:
Bridge Horizon: v
Load Balancing Group:
Local Forwarding: v
Country:
Client To Client Forwarding: v

Max Station Count:
— VLAN Mode: v

Multicast Helper:
VLAN ID: v
HT Tx Chains:
HT Rx Chains:

HT Guard Interval:




- MikoTik. oo b2

CAPsMAN VirtualAP Setup

Interfaces | Provisioning Configurations Channels Datapaths

Interfaces nfigurations Channels Datapaths Sec
+ = v x A 7

1500
1500

aO sgggz&ﬁzmzm ﬁ:: dy... g;S:fN‘C:ﬂflgUfaﬁ»»- — + = v Manager AAA

CAPs Provisioning <00:00:00:00:00:00> Name Type MTU |

Radio MAC: |00:00:00:00:00:00 DSMB  4pOfficeAP1 Interfaces 1500

Action: |create dynamic enabled | ¥ ’ Cancel ‘ DSB @OﬁiCCAP 1-1 Interfaces 1500

Master Configuration: | Office Net [ heey | DSMB  4pOfficeAP2 Interfaces 1500

’ — ‘ DSB 4pOfficeAP2-1  Interfaces 1500

M . DSMB  4pOfficeAP3 Interfaces 1500

Name Prefix: |OfficeAP - | Commen . DSB 4P OfficeAP3-1  Interfaces 1500

; Copy DSMB  4pOfficeAP4 Interfaces 1500

|
Remove | DSB 4P OfficeAP4-1 Interfaces
4P RoombAP

Interfaces

enabled

CAPsMAN
Access List

:5E:0C:6C:63: [4C:5E:0C.6C:63
P 4C:5E:0C:6C:63:3A [4C:5E:0C:6C:63:... Room2 OfficeAP5
E:0C:6C:63:4C [4C:5E:0C:6C:63:... Roor
[D4:CA:6D:A2:85.... R

..
.
e




CAPsMAN static VirtualAP

Interfaces | Provisioning Configurations Channels

Datapaths

B- ¢ 8% @ T @ Manager AAA

Name Type
DSMB  4pOfficeAP1 Interfaces
DSB 4pOfficeAP1-1  Interfaces
DSMB  4pOfficeAP2 Interfaces
DSB 4pOfficeAP2-1  Interfaces
DSMB  4pOfficeAP3 Interfaces
DSB 4pOfficeAP3-1  Interfaces
DSMB  4pOfficeAP4 Interfaces
DSB 4pOfficeAP4-1  Interfaces
SMB  <$PRoom5AP Interfaces

ireless Channel Datapath Securty

Name:

Type:

MTU:

L2 MTU:
MAC Address:
ARP:

Radio MAC:

Master Interface:

Room5VAP
Interfaces

1500

00:00:00:00:00:00

enabled

00:00:00:00:00:00
Room5AP

MTU
1500
1500
1500
1500
1500
1500
1500
1500
1500

New Interf

General

Security Cfg.

L2 MTU |Tx
1600
1600
1600
1600
1600
1600
1600
1600
1600

ace

Access List Remote CAP Radio Registration Table

Obps
Obps
Obps
Obps
O bps
Obps
Obps
Obps
Obps

0 bps
0 bps
0 bps
0 bps
0 bps
0 bps
0 bps
0 bps
Obps

thannel Datapath Securty Status Traffic

Configuration: |GuestNet

Mode:
SSID:
Hide SSID:

Load Balancing Group:

Country:

Max Station Count:

GuestAP

Tx Packet (p/s)

.

DO 000000

47

Rx Packet (p/s)

OK

Cancel

Apply

Disable

Comment

Copy

Remove

Torch




Home Managed service
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Howto create Home Management

v' PouZijeme bud Netinstal zo svojim
vlastnym default balickom alebo
FlashFig

v automaticny skript si z FPT servera pri
Starte routera stiahne sibor
“‘update.auto.rsc’’

v ktory obsahuje pripadné zmeny v
konfiguracii
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Howto create Home Management

v FTP server bezi napr na Hlavhom routri
na ktory ma pristup z lokalu kazdy
router

v' sUbor sa stiahne a nasledne spusti
v ajeto

v Live ukazka ?7?7?




Home User Managed router
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END USER as a MANAGER ?!!

v' Koncovy uZivatel je nebezpeény pre
seba a svoje okolie akonahle sa
dostane k heslu ©

v prihlaste sa na wifi MikroTik

v spustite prehliadag 192.168.188.1

v' dajte meno / heslo  ako meno /
heslo




Thank you !

contact info:
Martin Krug - Certified Mikrotik Trainer

Skolska 56

96001 Zvolen, Slovakia

phone +421 949 800 004
krug@mikrotik.cool

skype: krugmartin-mikrotik
sk.linkedin.com/in/krugmikrotik
www.mikrotik.cool
www.mikrotikacademy.info




